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Initial Thoughts


I am

 a big fan of technology as long as it’s part of a know
n 

business need, and not a reaction to a perceived one


Technology purchased before a risk assessm

ent has a good 
chance of becom

ing an expensive paper-w
eight


Regulations like PCI, and w

hatever com
e after it, are 

‘forcing’ organisations into bad purchase decisions


Even w

hen a technological need m
akes sense, it is rarely 

integrated correctly, and m
ay even reduce your current 

security posture


ISO

 and CO
BIT have been out for a long tim

e, yet are very 
rarely follow

ed correctly
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The P
rem

ise

I’m
 not picking on PCI, but;

•
It’s the first com

pliance regim
e to actually draw

 a line 
in the sand w

ith regard controls

•
The risk assessm

ent is built in, and I’m
 fairly sure your 

business w
as not consulted 

•
N

o other regulation in history has caused such a dem
and 

for technology, and not provided the guidance from 
w

hich to m
ake the right decisions

•
It stops w

here you need to be m
ost concerned             

…
STAYIN

G
 in business (the real reason for technology)
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So W
here D

o Y
ou Start? P

art 1

PCI is H
ere!

N
ot in PCI

PCI System
s O

nly

N
ot in PCI

From
: N

IST 800-30





Step 6: [B
usiness] Im

pact A
nalysis
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Q
uestion: W

ould you spend £1,000,000 to protect £1,000 
w

orth of data?

Q
uestion: W

hat about the other w
ay around?

•
If you have not perform

ed a Risk Assessm
ent and a 

Business Im
pact Analysis you have no idea w

hat the 
value of your data is…

•
…

and if you don’t know
 that value, how

 do you know 
how

 m
uch to spend, and w

hat to spend it on?...

•
..and if you don’t know

 how
 m

uch to spend, how
 do you 

know
 you’re spending w

hat you D
O

 have on the right 
things?



P
otential N

egative Im
pact 
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Let’s say you have a £50,000 for IT security across your organisation.  Before PCI 
you w

ould spread that fairly evenly;

But w
ith PCI, it’s recom

m
ended that you segm

ent your cardholder data and put 
robust controls around that;

W
hat about the REST of your com

pany’s sensitive data?! 



That D
etective, is the R

ight Q
uestion…

.

Assum
ing you have actually perform

ed the Risk 
Assessm

ent and Business Im
pact Analysis, you should;

•
know

 the controls you need to put in place and how 
m

uch you should/can spend 

•
perform

 all necessary due diligence on the control 
options

•
know

 how
 the new

 controls w
ill be m

anaged and 
m

onitored

•
integrate them

 into your business-as-usual and 
G

overnance processes
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Y
ou M

ake it Sound So Easy!

Control D
ue D

iligence? M
anaged and M

onitored? Errrrr?

•
H

ow
 do I choose the right technology?

•
H

ow
 do I ensure it can be integrated?

•
H

ow
 do I m

anage and m
onitor it?

•
W

ill I actually be m
ore secure?

•
H

ow
 do I show

 the BEN
EFIT!?

All these questions should be AN
SW

ERED
 before you spend 

penny one.

9




Firew

alls


File Integrity M
onitoring


Intrusion D

etection/Protection (host based or netw
ork)


Log M

anagem
ent


Security Inform

ation &
 Event M

anagem
ent (SIEM

)


Encryption


Tokenization


D
ata Loss Prevention (D

LP)


N
etw

ork Access Control (N
AC)


W

eb Application Firew
all (W

AF)


Tw
o Factor Authentication


…

and so on, and so on!

Technology O
verkill?



Sum
m

ary

•
Step1: Exam

ine ALL business processes and classify your data 
types
•

Step 2: Change processes to not use sensitive data [w
here 

possible], then rem
ove legacy data from

 everyw
here you find it

•
Step 3: Conduct a risk assessm

ent and business im
pact analysis 

across the entire enterprise
•

Step 4: Agree on the controls you need in place to m
eet the risk

•
Step 5: M

ake purchases of technology and services that m
atch 

the controls, provides scalability, and m
eet these criteria;

•
Can be integrated / is interoperable w

ith existing infrastructure
•

Can be m
anaged centrally

•
You have the skill-set in-house to m

onitor it, or have outsourced
•

M
eets all internal SLAs, internal audit, and reporting needs

•
Is in support of your Incident Response &

 Business Continuity Plans



Resources


BSi’s ‘A Practical Approach to Business Im

pact Analysis’


Control O
bjectives for Inform

ation and related 
Technology (CO

BIT®
)


ISO

 27001 – ISM
S – Requirem

ents


BS 25999 – Business Continuity M
anagem

ent


N
IST’s SP 800-30: Risk M

anagem
ent G

uide for Inform
ation 

Technology System
s

 


