[bookmark: _GoBack]PCI DSS v3.0 - Policy & Procedure Checklist
Policies:
Information Security Policy Framework
Acceptable Use Policy
Acceptable Use Policy - End User Agreement
Acceptable Use Policy - Critical Technologies Supplemental
Data Classification & Handling Policy
Data Classification & Handling - Policy Supplemental
Risk Assessment Policy
Access Control Policy
Network Configuration Policy
Remote Access Policy
Business Continuity Policy
Incident Response Policy
Vendor Management & Due Diligence Policy
System Configuration & Maintenance Policy
Secure Application Development Policy
Cryptography & Key Management Policy
Mobile Computing Policy
Physical Security Policy
Disaster Recovery Policy

Procedures:
Firewall-Router Change Request
Data Destruction Procedure
Encryption & Key Management Procedure
Vulnerability Management Procedure
Change Control Procedure
User Access Request Procedure
Data Back Up Procedure
Log Review & Monitoring Procedure
Rogue Access Point Detection Procedure
Security Awareness Training Procedure
Incident Response Procedure
Network Time Synch Procedure
Use of Critical Technologies Procedure

Standards:
Password Standard
Logging & Monitoring Standard
[Operating System] Configuration Standard – one for each OS / distinct server function
[Network Device] Configuration Standard – one for each type
[Application / Software] Configuration Standard – one for each type
[Database] Configuration Standard – one for each type
Desktop-Laptop Configuration Standard
Wireless Access Point Configuration Standard
Software Development Life Cycle

Guidelines:
Password Guidance





